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Message from the Publisher

You know those writers who overreach themselves by giving platitudes that 1) make you roll your
eyes, and, worse, 2) don’t make a direct point? Yeah, we can’t stand them either. So, instead of that
“The only constant is change” banality, how about this:

It’s all changing. Again. Fast. Gear up.

In this issue of State of the Domain, we’ll give you a look at the coming changes, including a fresh-
from-the-34-hour-return-trip report from Accra, Ghana, the site of the last ICANN meetings where
president Stuart Lynn’s reform plan was the topic of the day. Cameron Powell leads our coverage.

A few months ago, we got a call from Ori Eisen, VeriSign Registrar’s new Director of Fraud
Prevention, who, as a service to colleagues, wanted to share his knowledge about thwarting
registration fraud. Speaking of change, after he came aboard at VeriSign he quickly ramped up an
anti-fraud operation that has paid real dividends. During our time in northern Virginia for
February’s Registrars Constituency meetings, we accepted Ori’s invitation to come by to learn more
about his group. We also talked with other registrars to get their perspective; SnapNames president
and COO Ray King tells more in his article.

We also welcome this month data from Global Name Registry, who provided information on .NAME
registrations. Since this is the first month of coverage for NAME, we’ve reported registrar market
share data as a one-month snapshot and will integrate the month-to-month changes into the “CNOBI”
market share table (soon to be re-titled “CNOBIN”—pronounced “kuh-NOH-bin,” in case you were
wondering) next month.

Finally, as you well know, this monthly is changing, and we’ll very shortly begin publication of the
Executive and Analyst Editions. Take a look at the information on the page that follows this one for
more information about the publications (including how to subscribe, which of course you’ll want to
do right away) as well as about the soon-to-launch website at www.sotd.info and the first State of the
Domain Industry Conference coming this July. If you feel like skipping the ad, here are the vitals:

e Subscribers to the free edition (re-titled Benchmark Edition), will enjoy an at-a-glance view of
the industry with market share tallies of the top 25 registrars, plus editorial coverage.

e The Executive and Analyst Editions are richer in data and detail and will provide industry
executives and watchers with need-to-see information. If you’re interested in subscribing, use
the PDF registration form at www.snapnames.com/downloads/sotdregistration.pdf. Early
Bird discounts are available through May 15.

e You can also use the same form to register for the State of the Domain Industry Conference, July
22-23 in San Francisco. Early Bird discounts are available for this through May 15 as well, and,
even better, you get special package pricing if you register for the conference and subscribe to
the publication at the same time.

Until the new site launches, our archive is available at www.snapnames.com/stateofthedomain.html.
And, as always, forward any comment or question to publisher@snapnames.com.

Regards,

Mason Cole
Publisher



State of the Domain
Is Bringing You More

State of the Domain, the industry’s leading voice, already combines the only
comprehensive, independently-produced data with the coverage and trend analysis
necessary for executives, analysts and others to follow the domain marketplace and stay
informed.

And now, State of the Domain is preparing to bring you even more:

I:> April 1, 2002 www.sotd.info
Visit the new State of the Domain website to learn about our products and services,
register for conferences or subscribe to publications, and to monitor the most up-to-
date information on the domain name industry.

April 24, 2002 Premiere of Executive and Analyst Editions
The Executive and Analyst editions of State of the Domain offer new and more in-depth
data and analysis for those who need to stay on top of the industry’s developments.
Our regular report, still available free of charge, will be re-titled Benchmark Edition.

|:> July 22-23, 2002 State of the Domain Industry Conference
The State of the Domain Industry Conference, the domain industry’s leadership
summit, is designed to provide a discussion and networking forum for Wall Street
analysts, investment bankers, venture capitalists, industry executives, and others to
review domain marketplace developments, opportunities, challenges, and solutions.

To subscribe to the Executive or Analyst Editions, or to register for the Industry Conference:

www.snapnames.com/downloads/sotdregistration.pdf (before April 1)

www.sotd.info (after April 1)

e Early Bird discounts available before May 15!
e Subscription / Conference package pricing available




Industry Data Review

February 2002 Market Overview

Ron Wiener
One Final Deep Cleansing Breath

As State of the Domain predicted would occur in February, the CNO (com/net/org) zone file
experienced yet one final purging of low-quality domain names, deflating its total by 565,000 names.
Early signs are that March will be the first “normal’” month after what has been a somewhat painful
five-month trend of CNO zone file shrinkage. It will also be the first positive month for VeriSign
Registrar since June. As our regular readers know, the deflation was caused principally by an
eradication of “promotional” domain names by VeriSign, Register.com and some of the other large
registrars, and a general low renewal rate on millions of names sold to speculators during the land
rush of 1999-2001. The excess of promotion was evidenced once again by the disproportionately high
percentage of NET and ORG names compared to COM names, since most of the “promotional” name
stock was of the NET and ORG variety.

Figure 1: CNO Zone File - Net Additions/Deletions
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February CNO Registrar Market Shares

Trends in registrar market shares in February were consistent with recent months. An atypical
development, however, was the absorption of nearly 700,000 Registrars.com domain names into
VeriSign Registrar’s accreditation. As we’ve been noting in the past two issues, this “bulk transfer”
was scheduled for Q1, and indeed most all of it was executed in February by VeriSign Registry for the
CNO inventory. NeulLevel and Afilias will be executing their registry-level bulk transfer commands
for Registrars.com in March, so for the moment only BIZ, INFO and NAME domain names remain in



Registrars.com’s accreditation (with the exception of a tiny number of CNO names that were still in
transition when we pulled this month’s data report).

Even with the assimilation of the names from the Registrars.com accreditation (which VeriSign
Registrar originally acquired in June 2001), VeriSign’s net loss of approximately 768,000 domain
names in February was not a big surprise. This final contraction signaled what is likely the
conclusion of their purging of promotional names that began in Q4. VeriSign Registrar’s purging was
again the primary contributor to overall zone file shrinkage in CNO in February.

Significant losses in market share were felt by Register.com (-90,123), BulkRegister (-39,593), CoreNIC
(-38,545) and NameSecure (-25,393, or 12% of their installed base). For gainers, GoDaddy once again
led the pack (+71,949) along with eNom (+47,772), DirectNIC (+41,162) and Tucows (+40,939).

Top Ten CNO Registrars

In the past we have ranked this table by the registrars’ market share positions as they stood six
months prior. With this issue we are changing the ranking order to the registrars’ present market
share positions because the new fluidity in the top ten table makes this view more meaningful.

A graphical view of the top ten registrars (Figure 3) illustrates the depth of VeriSign Registrar’s and
Register.com’s loss in absolute registrations against the milder losses of CoreNIC and BulkRegister,
and the gains of the other six (see Figure 2). In terms of percentage degradation of total registrations,
VeriSign Registrar and CoreNIC were virtually neck-and-neck at a little more than 22% decline over
the past six months, with Register.com in the same neighborhood, declining by 19.5%.

Taking the Up elevator, GoDaddy continues to blow away all others in rate of growth as well as
growth in absolute number of names—clocking a 120% (343,000 names) increase over the past six
months alone. DotRegistrar also showed impressive growth of 55% during the same period, but
given its direct ownership ties to DomainCollection, one of the world’s largest speculative portfolios,
DotRegistrar’s performance in comparison to registrars whose registrations are wholly attributed to
external customers is a bit of an orange in a bushel of apples.

The CNO zone files have declined by 7.2% (2.2 million names) since September, with the top ten
registrars declining at almost twice that rate: 12.6% (3.3 million names). In February, the top ten
registrars represented 81.5% of all domain names in CNO, with 89 others representing the other
18.5%. VeriSign Registrar (incorporating Registrars.com), including the three acquired registrar
accreditations of NameSecure, SRSPlus and NameEngine, remained the dominant player, owning
41% of the CNO market.

Table 1: Top Ten Registrars Gain/Loss (CNO / September 2001-February 2002)

%

Company Aggregate Sept Total Feb Total

Sept Oct Nov Dec NED] Feb Change
VeriSign Registrar (106,761) (253,931)  (375,107) (1,300,267)  (538,353)  (767,553) (3,341,972) 14,933,223 11,591,251 -22.4%
Register.com (24,001) (249,168)  (135,622) (85,566)  (105,745) (90,123)  (690,225) 3,538,005 2,847,780 -19.5%,
Tucows 20,548 27,582 48,332 35,295 53,363 40,939 226,059 2,500,135 2,726,194 9.0%
Bulkregister (24,839) (12,143) (11,351) (11,062) (25,857) (39,593)  (124,845) 1,678,692 1,553,847 -7.4%
Melbournel T 32,871 44,162 52,546 4,105 11,558 9,507 154,749 1,295,367 1,450,116 11.9%
CoreNic (16,114) (26,842) (25,552) (44,605) (41,189) (38,545)  (192,847) 866,216 673,369 -22.3%
eNom (67,058) (27,460) 31,260 40,494 55,954 47,772 80,962 583,428 664,390 13.9%)
GoDaddy 52,680 55,302 26,111 66,682 70,272 71,949 342,996 284,763 657,135 120.4%
Dotster 7,684 12,594 14,729 10,405 10,054 3,675 59,141 466,336 525,477 12.7%
DotRegistrar 108,053 (37,775) 33,279 18,463 20,985 23,089 166,094 303,147 469,241 54.8%)
Totals (16,937) (467,679)  (341,375) (1,266,056)  (488,958)  (738,883) (3,319,888) 26,449,312 23,158,800 -12.6%
Sept Oct Nov Dec RED] Feb
CNO Zone File Count 30,675,636 30,571,212 30,307,916 29,271,104 29,027,122 28,451,771 30,675,636 28,451,771 -7.2%
Change in CNO Zone File (224,407) (104,324) (263,296) (1,036,812) (243,982) (575,351) (2,223,765)
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Figure 3: Top-Ten Registrars
Net New Registrations Sept '01-Feb’'02
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Please note that VeriSign Registrar and Register.com are truncated in Figure 3 in order to retain a meaningful scale against
the other eight registrars. VeriSign’s actual loss in net new registrations (CNO) over the past six months was —-3.34M, while
Register.com’s was -690K.

BlZ and INFO Recap

With only about 30,000 new nhames added to each the BIZ and INFO registries in February, there is
very little of interest to report in the registrar market share numbers this month. Both registries
appear to be slowing in growth rate from about 1,500 to about 1,000 names per day.

In terms of namespace utilization, there is little evidence that more than a few web sites are actually
live yet in the BIZ and INFO realm—probably in the range of only 1% to 2% of the 1.3M+ names in
these two registries at this moment in time. (SnapNames hopes to goose the adoption rate a bit by
placing the soon-to-launch State of the Domain website at www.sotd.info—check it out after April 1).
In future Executive and Analyst Editions of the State of the Domain report, expect to see the first-ever
comprehensive namespace utilization studies.




Introducing NAME coverage

This month, we are introducing NAME registration data for the first time. Global Name Registry
(GNR) launched the NAME gTLD on January 15 through a series of rolling “land rush” periods.
Because NAME is currently operating in land rush mode, active names are processed in two-week
batch cycles, with real time registrations scheduled to begin in late May. Our data reflects the batch
sold through February 26,2002 and processed as of March 12. Going forward, we expect to download
the NAME zone file at the close of each month, as we do with the CNO, BIZ and INFO zones.

The Market Share column represents each registrar’s market share of the registered names in the
NAME zone file and does not include e-mail addresses, which are sold separately by GNR (of the
new gTLDs, NAME is the only one in which e-mail addresses and domain names can be essentially
“unbundled”). This allows for apples-to-apples comparisons to all the other gTLDs and will keep
comparisons parallel next month, when we begin including NAME numbers in the CNOBIN market
share table.

The Namespace column includes all NAME registrations in the zone file and all the e-mail addresses
sold. Many registrars sell dual registrations (NAME e-mails bundled with NAME domain name
addresses) and so for those registrars, the namespace number is exactly double the registration
number. Some registrars, however, do not offer the e-mail product yet—for them, there is a no e-mail
sales data.

NAME Recap

The NAME zone file showed 62,424 registered domains sold as of February 26, 2002. Out of 42
registrars represented, the top ten accounted for 84% of all registrations. Register.com and VeriSign
Registrar currently hold the top two spots with 23.1% and 21.8% market share, respectively.
MelbournelT ranks third with 9.4%, followed by GoDaddy (6.9%) and Ascio (6.0%). SRSPlus (now
owned by VeriSign) ranks sixth with 6.0% market share. The combination, along with NameEngine’s
.52% share and Registrars.com .25%, gives VeriSign a total of 27% of the NAME market, or just over
17,000 names.

GNR registered 44,256 e-mails from the January 15 launch through February 26, representing a 71%
success rate in up-selling domain buyers the corresponding e-mail address. We expect NAME
registrations to ramp slowly and steadily, unlike BIZ and INFO, which experienced significant
growth initially and then tapered off. The milder adoption curve of NAME may be due to the
personal nature of the NAME gTLD (large corporations will not be buying up NAME registrations in
bulk in order to protect their brand spaces), and consumers’ general fatigue with new TLDs.

CNOBI Recap

Compared to prior months, there was little growth in the number of new registrars promoting BIZ,
INFO or CNO names in February. With new BIZ and INFO names representing an incremental
monthly growth of only about 0.2% of the total CNO inventory, adding registrar market shares in BIZ
and INFO to the overall rankings in CNO space causes no significant changes in the rankings of these
registrars. In terms of active domain name registrations, BIZ, INFO and NAME together account for
4.5% of names in the major live gTLDs governed by ICANN.



6-Month Projection on Top Ten Registrars
In January we predicted that the Top Ten Registrars table would soon see significant shifting if

current trends were to continue. February’s results verified these trend lines, so unless major changes
occur, we expect the top ten to appear within six months as follows:

Table 2: Top Ten Ranking Predictions

Rank Present Q3/Q4 2002 Prediction
1 VeriSign Registrar VeriSign Registrar
2 Register.com OpenSRS/Tucows
3 OpenSRS/Tucows Register.com
4 BulkRegister MelbournelT
5 Melbournel T BulkRegister
6 CoreNIC GoDaddy
7 eNom eNom
8 GoDaddy DirectNIC
9 Dotster Schlund.de
10 DotRegistrar DotRegistrar

Trend refinements in the bottom half of the table led us to bump up DirectNIC’s projected ranking
(the company would already be considered the sixth-largest registrar if one were to also count all its
customers who still appear under the Tucows accreditation from their days as a reseller). Dotster’s
growth rate has slowed enough that we now project it may no longer be on this table within six
months, allowing Schlund.de the possibility of rising back into the top ten ranks once again.

Table 3: Total Registrations per gTLD (CNO, INFO, BIZ / February 2002)

Registrations
As of 1/31/02 As of 2/28/02

COM 22,610,316 22,187,641 (422,675)
NET 3,953,210 3,846,007 (107,203)
ORG 2,468,091 2,418,123 (49,968)
CNO Total 29,031,617 28,451,771 (579,846)

520,274 554,638 34,364

711,758 740,559 28,801

NA 62,334 * NA

Totals 30,263,649 29,809,302
* = Reflects registrations sold as of 2/26/02 and processed 3/12/02

(454,347)

Technical Note: There is sometimes a discrepancy between the total number of names in the zone files (above) and the total number of
names reported in the registrar market share section. The reason for this difference is that the registrar totals require about a week of
compilation time, and during that time additional names are added or deleted. While zone file statistics are a one-time snapshot on the day
quoted, registrar totals are more a moving target, and thus the gap in the two sets of figures. Slow Whois server response time can also
lengthen compilation time, making the gap more acute than normal.
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To find some of the best methods, we spoke with Ori Eisen, Director of Fraud Prevention at VeriSign
Registrar. When you walk into Ori’s fraud prevention department at VeriSign, you immediately
realize that he and his staff take the subject very seriously. There is a giant map of the world on the
wall, with push pins identifying areas of high fraud density, and there are graphs measuring the
success rate of every anti-fraud initiative. Giant flowcharts detail the inner workings of a machine he
designed to do combat with fraud-minded individuals.

Ori was happy to share some of his secrets, but he didn’t want to tip his hand. “It’s a constant war,
and information is the key” he said. Here are some of his tips:

Deterrence
The first step in preventing fraud is to deter the would-be perpetrator:

e Post warning statements in the checkout process, indicating that offenders will be prosecuted
to the full extent of the law.

e Show users the date/timestamp of their transactions and the |P addresses they are using and
let them know that information is being stored. While this may not pin down exactly where
they live, it's a good way of making them think twice.

e Make sure the site uses a secure connection. Legitimate users want to see HTTPS when they
buy something online. Better yet, inform consumers to look for that extra S; many have no
idea, and as long as that’s the case, they’ll keep buying on insecure sites. Cyber criminals
want to see HTTP; it implies less attention to security and a lack of technical savvy.

e Let customers know what merchant name will appear on their credit card statements ahead of
time, so there isn’t any confusion after the fact.
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Prevention
The second step is to simply refuse transactions that are likely to be bad:

e Prevent repeat fraud, by creating a database of offenders. If, while monitoring future
transactions, the same transaction characteristics are discovered, then the transaction should
be immediately flagged as suspect.

o Look up other registrations in the Whois file that may have been made by the same person or
organization. If there are matches, then these suspect records should also be reviewed for
possible deletion or other action.

e Have users enter the card verification value, which is the three digit number shown on the
physical card (Visa and MasterCard). For American Express, it’s called a card identification
number (CID) and it’s four digits. Sending this information to your payment gateway and
receiving a positive response can add assurance that the card is physically in the hands of the
user. According to Visa, this tactic alone will reduce charge-backs by 26 %.

e Use the address verification system (AVS), which allows the sending of an address and zip
code and returns a yes, no, or information not available. In the U.S. and England, this works well,
but in other countries, coverage is spottier. Sending this information to your payment
gateway and receiving a positive response also adds assurance that the card is physically in
the hands of the users.

e Screen OFAC sanctioned countries. The Office of Foreign Assets Control (OFAC) has
identified and administered sanctions against a number of countries, terrorist-sponsoring
organizations, and international narcotics traffickers, based on U.S. foreign policy and national
security goals. The first and easiest step is to block out OFAC countries. Below is a map:

The currently blocked countries are shown in red:

Afghanistan
Angola
Burma
Cuba

Iran
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Iraq

Libya

North Korea

Sudan

Yugoslavia including Serbia, Montenegro and Kosovo

The second and more difficult step is to block transactions with all individuals or entities that are on
the OFAC list. This list can be found at www.treas.gov/ofac/. To save the time of entering these
names, there are also some commercial packages available, such as OFAC Tracker™, which can be
purchased at www.ofaccompliance.com.

o Employ fraud screening software. Currently available checks generally ascertain if the credit
card exists and if it has enough credit for the purchase. There is commercially available
software specifically designed to help identify suspicious credit card transactions. Among this
group are HNC’s E-falcon, Nestor’s Prism eFraud, ClearCommerce’s FraudShield,
CyberSource and Advanced Software Applications’ e.DecisionWORKS. Many of these
applications boast the use of neural nets, logistic regression, statistics, and analysis of what'’s
being purchased and by whom. Eisen believes most of these solutions are geared towards
companies that ship merchandise. While these solutions help, he feels that they must be
augmented with the other recommendations discussed here.

Detection

After the transactions have been placed, it makes sense to check them against patterns of suspicious
behavior. Here are some such behaviors that should trigger an alert.

o Entry of bogus names. If a name consists of only characters typed on one side of the
keyboard, it’s likely to be bogus. For example “asdfasdfsd”. An algorithm can be
implemented to trap those registrations.

e Fraud perpetrators often stay up late. If the “client local time” is after midnight, there’s a
higher chance that the registration is fraudulent. If that the variable for time isn’t available
from the customer’s browser, it can be calculated based on the customer’s country of origin.

¢ Anonymous free e-mail domains, such as Yahoo and Hotmail also have a slight correlation
with higher instances of fraud. Of course there are plenty of legitimate people using these
types of e-mail accounts, but this is another factor that should raise a flag.

o Make sure the zip code matches the city and state. The zip code locator tool at usps.com is an
easy way to enter either a zip code to find the city and state, or vice versa
(www.usps.com/ncsc/lookups/lookup ctystzip.htmil).

e Same idea, but with phone numbers. The area code should match the state. Cross reference
tools, such as powerfinder (under $100 at www.phonefinder.com), or free services at
www.fonefinder.net, are also readily available to help.

o Look up the IP address for the computer placing the order. Up to one in five transactions
from some countries are fraudulent. Not great odds. To look up a location by entering an IP
address, go to one of the three Regional Internet Registries, at Arin.net, Ripe.net and
Apnic.net. The Americas are covered by Arin, Europe and the Middle East by Ripe and Asia
Pacific by Apnic. There are more robust solutions available, including GeoPoint, which can be
seen at www.Quova.com.
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The first six digits of the credit card number will give the location of the bank that issued the card.
This information is available on the BIN table, which is available from the acquiring bank. Generally
speaking, if the credit card leads you to one location, the registrant information to another, and the IP
address to a third, chances are it’s a fraudulent transaction.

According to a list compiled by ClearCommerce, here are the top 12 countries from which fraudulent
transactions originate, as well as the top 13 countries with the lowest fraud rates:

Bad Good
1. Ukraine 1. Austria
2. Indonesia 2. New Zealand
3. Yugoslavia 3. Taiwan
4. Lithuania 4. Norway
5. Egypt 5. Spain
6. Romania 6. Japan
7. Bulgaria 7. Switzerland
8. Turkey 8. South Africa
9. Russia 9. Hong Kong
10. Pakistan 10. United Kingdom
11. Malaysia 11. France
12. Israel 12. Australia

13. United States

Each merchant should decide which items should trip an alert by themselves, and which
combinations of items together should do the same. Then decide what transactions should be denied
at the point of purchase, and what items are acceptable to review after the fact. Those transactions
will require manual inspection. Setting the sensitivity too high will result in flagging close to 100% of
the potentially fraudulent orders, but will also impact many legitimate sales (known as false
positives). So striking the right balance between fraud detection and sensible credit policies is
important. It’s also vital to build a system that allows flexibility so those key controls can be tweaked
as necessary.

Recovery

If a transaction is suspect, first look for legitimate contact information. If that fails, then refund the
money, so that the legitimate cardholder isn’t charged, undo the registration (or whatever was
purchased), deactivate the account, and add the contact information to the database of known
offenders.

If the victim has already done a charge-back, then try to determine if it’s actually unauthorized use, or
so-called “friendly fraud”. The mis-named friendly fraud occurs when the actual cardholder has
ordered something online, but later changes his mind and requests a charge-back, claiming he didn’t
make the original order. A valid CVV2 or CID number is strong evidence of friendly fraud.

Timing is important: Be careful not to double refund by issuing a refund if a chargeback has also
taken place.
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Registration Theft

With tens of millions of names registered, a hundred registrars, thousands of domain name resellers,
and varying policies on registrant transfers, registration theft is a game that is being increasingly
played. Domain name theft affects public confidence in the industry and is of course a calamity for
those who lose their names. There have been many high profile cases (e.g., the famous *“sex.com”
case), but theft happens more often with names that are of lesser value and names that aren’t
currently being used and therefore are not being watched as carefully.

Often, perpetrators initiate a transfer through a registrar that doesn’t have a policy of e-mailing the
original registrant, and then five days later the name is automatically transferred. The name may
then be transferred multiple times and to different registrars to throw anyone investigating off the
trail. Ultimately, the name may end up with a registrar that is difficult to deal with, and the name
becomes extremely difficult to get back by any means other than paying a high ransom.

To understand the problem better, we talked with Ross Rader, Director of Research and Innovation at
Tucows, who has seen names stolen when the losing registrar has faulty security practices, or fails to
enforce the correct practices on their resellers. According to Rader, when Whois information is
changed, based on a phone call or fax without proper registrant verification, names are lost.
Perpetrators will often use similar names, to fool inexperienced support operators—for example,
asking the contact e-mail address to be changed from ross@tucows.com to ross@yahoo.com. Domain
name thieves will also look for names with faulty e-mail addresses (testing for bounces), and then call
the registrar to ‘fix’ them. Rader says the registrar operator is generally fooled because the address
does indeed bounce, and it’s the only way they would normally contact the registrant. Once the e-
mail address is changed, the name can easily be stolen. Solving this problem requires registrars to
examine their security practices and also take responsibility for educating and training their resellers
to do the same.

Rader also says another piece to the solution is for registrars to make available to users a “registration
lock” feature. If the lock is enabled, there can be no transfer of the registration to a different
registrant. To allow a transfer, the original registrant would have to sign into his account and unlock
the record first. For the registration lock to work effectively, Rader added, registrars must default all
records to the locked position, with a user option to unlock either the entire account or specific
registrations. This extra step may be a bit of a nuisance to those who are legitimately transferring
names, but the extra security is well worth it.

Rader finds the “bogus renewal” is yet another technique that some registrars have recently identified
as means of theft. In a bogus renewal, the perpetrator calls the registrar to initiate a renewal on a
name the perpetrator wants but doesn’t own himself. A known bad credit card is given and, as a
result, the renewal fails. Because the name is in a different “bin” now, the original registrant may not
be notified in time, and hence the name is deleted and the perpetrator is waiting to snatch it.

The key to preventing this type of trick is to verify that the person on the other end of the phone is in

fact the registrant. Also, make sure there is a process for informing registrants of renewals that are
failing due to improper credit card information.

37



Bogus Whois

It is important that the contact information for each registrant be up to date and accurate, but it’s a
hard thing for registrars to police. Below is the requirement of the Registrar Accreditation Agreement
(RAA):

3.7.7.1 The Registered Name Holder shall provide to Registrar accurate and reliable contact
details and promptly correct and update them during the term of the Registered Name
registration, including: the full name, postal address, e-mail address, voice telephone number,
and fax number if available of the Registered Name Holder; name of authorized person for
contact purposes in the case of an Registered Name Holder that is an organization, association,
or corporation; and the data elements listed in Subsections 3.3.1.2, 3.3.1.7 and 3.3.1.8.

3.7.7.2 A Registered Name Holder's willful provision of inaccurate or unreliable information,
its willful failure promptly to update information provided to Registrar, or its failure to
respond for over fifteen calendar days to inquiries by Registrar concerning the accuracy of
contact details associated with the Registered Name Holder's registration shall constitute a
material breach of the Registered Name Holder-registrar contract and be a basis for
cancellation of the Registered Name registration.

Because registrars don’t generally enforce requirements on the validity of Whois information,
registrants can, at least initially, enter whatever they please. Many legitimate paying registrants enter
bogus information simply because they don’t want their contact information made public. This is
truer of individual registrants than it is of companies.

Then there are people who don’t want to enter their actual contact information because they don’t
want to be traced back to the content they are publishing. These people are likely to use stolen credit
card numbers to obtain their domain names for the same reason. People who’ve obtained a domain
name in this manner, entered bogus Whois information, and used a free anonymous e-mail account,
are now completely anonymous domain name holders.

Contact addresses given during the registration of these domain names are usually either complete
gibberish, obviously wrong (Registrant = Donald Duck), are foreign addresses that are difficult to
check, or, most troublesome, look correct, but don’t correspond in any way to the credit card holder.
E-mail accounts are almost always at Hotmail, Yahoo, or some equivalent popular free service in their
country.

While this may seem to be just an annoyance, anonymous registrations present a much larger
problem. Owners of these domains can publish whatever they want with complete impunity. This,
of course, is a problem if what’s being published or how a domain is being used is either illegal or
poses a threat to public safety.
Here are some examples of things no one wants to see:
Illegal:

¢ Intellectual property theft and publication of copyrighted material

e Showcasing of child pornography (which service providers are required by law to report to
government authorities), harming both the children involved and innocent accidental viewers
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e Aiding in illegal drug or weapons trafficking
o Publishing, either via web site or e-mail spam, false information that is designed to harm a
company or individual, or move stock prices up or down in an illegal way (pump and dump)

National Security Concerns:

e Publishing information on weapons of mass destruction, such as bomb making, germ warfare
and supply sources

e Publicly exposing the contents of secret documents related to national security

e Promoting terrorism or hate

Solving these problems requires that identification and thereby accountability is re-introduced into
the process. Registrars can do this by making sure that domain name holders can be reached and are
responsible for their actions.

Cleaning Whois records, of course, would require a significant change to the industry’s policies and is
therefore not likely to happen quickly. Individual registrars, however, can take steps to greatly lessen
the problem. First, take credit card fraud seriously—which we’ve already covered. Second, cleanse
the Whois database and evict bogus registrants. Legitimate registrants with bad information should
be made to correct their contact information, and illegitimate registrations should be deleted. This
Whois hygiene will also make those names available again for sale and legitimate usage.

Another measure that can be taken is to compare contacts against the OFAC list of sanctioned people
and entities. A long list of people and entities that pose terrorist threats is available at
www.treas.gov/ofac/text/terror.txt. This list is in ASCII format, but unfortunately not designed to
be easily loaded into a database. If new registrations are being attempted by anyone on the list, or by
any entity on the list, a registrar can either disallow the transaction, or allow it and report it to the FBI,
who can monitor the sites and gain intelligence. Along the same lines, check the list against your
current Whois database to see if there are matches.

Steve Chabinsky, Assistant General Counsel for the FBI and Principal Legal Advisor to the National
Infrastructure Protection Center, indicates that terrorists are definitely using the Internet to their
benefit. “We know terrorist organizations to be well-financed, patient, and technically trained in a
variety of areas. The Internet allows terrorists to communicate quickly, globally, and almost without
a trace, based on ubiquitous access, nearly anonymous passage, and the use of strong encryption.” It
is likely that terrorists are using anonymous remailers, IP address anonymizers, spoofing, and
steganography, a technique where information is digitally hidden in picture files. The FBI is looking
to the domain industry for help. “The only way the government can fulfill its mission to protect
public safety and national security,” Chabinsky added, ““is with the dedication, support and
involvement of the domestic and international private sector. To protect the United States against the
cyber-terrorist threat, the entire Internet community, including the registrar community, must become
more involved in developing fair standards that help ensure user accountability together with
enforcement mechanisms for their breech.”

If you think you have information related to Internet fraud or terrorism, you can file a complaint or
simply provide information online through the Internet Fraud Complaint Center’s website at
www.ifccfbi.gov.

39



Unified industry databases
Here are some ideas about how to utilize common databases for protection and fraud detection:

Create a unified Whois database. By aggregating the full Whois information into a common database,
it becomes possible to cross-reference records by registrant, address, telephone number and e-mail
address across registrars . For example, if we know that a name registered with a stolen credit card
has John29332@aol.com as the e-mail address, we can look for all registrations with that e-mail
address in any of the e-mail fields, at any registrar.

This is equally valuable in resolving UDRP cases, where it’s unclear if a registration was made for
legitimate purposes, or by someone purposely registering other people’s trademarks. A look at the
accused’s prior registrations would shed light on the question.

To create a unified Whois database, the records from various registrars would have to be put into
common format, and updated data would have to flow freely to the central repository. This would
most likely be done using extensible markup language (XML), because it would be easy to create a
vendor- and platform-neutral, but industry-specific, format. There are numerous other industry
benefits to standardizing the Whois format, not the least of which would be facilitating the
requirement of registrars to periodically escrow their Whois data. In addition, a standard format
would provide a much easier way to oversee the hygiene of the data for the industry as a whole.

Recently, Congressman Howard Berman, on behalf of the House Judiciary Subcommittee on Courts,
the Internet, and Intellectual Property, sent a letter to a number of registrars concerned about how the
domain industry was dealing with the accuracy of Whois information (see
www.lextext.com/HouselPwhoisletter.html). The subcommittee’s focus was on protecting
intellectual property rights:

We believe that fraudulent information in the Whois database is a danger to intellectual
property rights, including copyright and trademark protection. When false information
pervades the Whois database, the false registrations result in a threat to rights-holders in
policing their property on the Internet, as well as for parents and consumers, who cannot
determine the source and the persons maintaining the websites under investigation.

A unified Whois database would aid in overall hygiene, because it can be filtered consistently, and all
at once. In addition, a clear definition of what’s “valid” and what’s not, as well as steps to take when
a record is suspect, would all be extremely valuable.

Concerns over a centralized Whois database include individuals’ privacy, as well as the potential for
more massive spam campaigns. These are very legitimate concerns, and any such database would
need to be carefully administered, and access granted based on well-thought-out policies.

Another way the industry can work together is to create a unified “known offender” database—a sort
of credit report in which merchants share data for the benefit of each other. Such a database would
include an up-to-date list of people and entities that are on the OFAC list as well as others who are
using stolen credit cards, or conducting any other type of fraud or illegal activity. In addition, IP
addresses and other data that signals abuse would be stored. Standard registration and credit card
information could be sent to an API, which would check the database and return information if any
matches were found.
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Right now, with 100 active registrars, a fraud perpetrator is likely to be able to find one registrar
whose defenses she can work around. Registrars could avoid fraud by checking transactions against
a known offenders database before accepting them, making it harder to commit credit card fraud or
steal a domain. Making a unified database work would require creation and maintenance of this
database, as well as an agreed-upon set of standards for updating the information. Domain name
registration is a service best protected by eliminating the abuses of the few.

No company in the domain name industry is unfamiliar with the impact of unchecked fraud. Certain
steps outlined in this article are relatively quick and easy to implement at the individual registrar
level. However, other more complex and effective measure can only be implemented through
cooperative industry efforts. SnapNames is a strong proponent of unified industry databases for
cross-indexing fraud perpetrators, and will continue coverage on the topic in future issues of State of
the Domain.
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Methodologies and Statistical Accuracy

SnapNames Methodology

SnapNames’ domain name industry data is generated using domain names listed in the COM, NET,
ORG, BIZ, INFO and NAME zone files. Only active domain names appear in the zone file, although a
domain name does not have to be attached to a web site to be considered active. It is possible that a
registrar could have domain names that are on hold, or domain names that do not have name servers
listed, thus causing our report-generating process not to “credit” the registrar with such domain
names. Overall industry reports are run monthly from zone files produced on the first day of each
month. Because some domain names may be transferred, expire, or expire and be re-registered by
another registrar while the report is being produced, it is possible for those hames not to be included
in the report.

Daily reports are the result of the difference between two zone files monitored 24 hours apart. A
domain name appears on or disappears from a zone file if;

e |t was just registered and is being placed into the zone file.

e |ts status is being changed from Registrar or Registry “hold” to “Active”.

e [|tis being placed on hold in the normal process of expiration.

e [|tis being placed on hold because of a dispute.

e |ts name servers are being permanently dissociated from the domain.

e Name server changes are made during the cycle when the zone file is generated.

Oftentimes, registrars will report larger numbers of current registrations and larger percentages of
market share than the numbers shown in this report. This is because many registrars were resellers
for Network Solutions or some other ICANN-accredited registrar prior to themselves becoming
ICANN-accredited. In order to avoid double-counting, in the compilations you’ll find in this report
each registration is to the actual registrar of record in the zone file, regardless of the reseller that
technically sold the name and manages the customer.

The above information is accurate to the best of SnapNames’ knowledge and within reasonable
margins of error. SnapNames is not liable for any reliance on this information. Persons with
corrections or other comments are encouraged to bring them to SnapNames’ attention. Please
forward comments to publisher@snapnames.com.
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